[image: ]MINIMUM ASSESSMENT REQUIREMENTS



	The following represents the minimum requirements for topics/areas/activities that must be assessed in each type of audit, and on an annual basis. These requirements are taken both from the relevant industry standards, as well the expectations of PRI Certification℠.



	Stage 1 Audits

	ISO 17021-1:2015 (9.3.1.2.2) 

	· Review the client’s management system documented information.
· Evaluate the client’s site-specific conditions and undertake discussions with the client’s personnel to determine the preparedness for stage 2.
· Review the client’s status and understanding regarding requirements of the standard, in particular with respect to the identification of key performance or significant aspects, processes, objectives and operation of the management system.
· Obtain necessary information regarding the scope of the management system, including:
· the client’s site(s).
· processes and equipment used.
· levels of controls established (particularly in case of multisite clients);
· applicable statutory and regulatory requirements.
· Review the allocation of resources for stage 2 and agree the details of stage 2 with the client.
· Provide a focus for planning stage 2 by gaining a sufficient understanding of the client’s management system and site operations in the context of the management system standard or other normative document.
· Evaluate if the internal audits and management reviews are being planned and performed, and that the level of implementation of the management system substantiates that the client is ready for stage 2.

	ISO 27006-1:2024 (9.1.3.6 & 9.3.2.1) 

	· Confirm, in the scope of the client’s ISMS, that the client addresses the requirements stated in ISO/IEC 27001:2022, 4.3.
· Verify that there is a SoA for the scope of certification. 
· Obtain documentation on the design of the ISMS covering the documentation required in ISO/IEC 27001.
· Review, at a minimum:
· general information concerning the ISMS and the activities it covers;
· a copy of the required ISMS documentation specified in ISO/IEC 27001 and, where required, other associated documentation.
· Ensure that interfaces with services or activities that are not completely within the scope of the ISMS are addressed within the ISMS subject to certification and are included in the client’s information security risk assessment. 
· An example of such a situation is the sharing of facilities (e.g. IT systems, databases and telecommunication systems or the outsourcing of a business function) with other organizations.
· Ensure that the client’s information security risk assessment and risk treatment properly reflect its activities and extend to the boundaries of its activities, as defined in the scope of the certification.
· Confirm that this is reflected in the scope of the client's ISMS and SoA. 
· Obtain sufficient understanding of the design of the ISMS in the context of the client's organization, risk assessment and treatment (including the controls determined), information security policy and objectives and, in particular, of the client's preparedness for the audit.




	
Stage 2 Audits

	ISO 17021-1:2015 (9.3.1.3) 

	· Information and evidence about conformity to all requirements of the applicable management system standard or other normative documents.
· Performance monitoring, measuring, reporting and reviewing against key performance objectives and targets (consistent with the expectations in the applicable management system standard or other normative document).
· The client’s management system ability and its performance regarding meeting of applicable statutory, regulatory and contractual requirements.
· Operational control of the client’s processes.
· Internal auditing and management review.
· Management responsibility for the client’s policies.

	ISO 27006-1:2024 (9.1.3.6 & 9.3.2.2 & 9.4.2)

	· Audit the ISMS of the client covered by the defined scope against all applicable certification requirements.
· Evaluate the effective implementation of the ISMS and confirm that the client adheres to its own policies, objectives and procedures.
· Focus on the client's:
· top management leadership and commitment to the information security objectives;
· assessment of information security related risks; the audit shall also ensure that the assessments produce consistent, valid and comparable results, if repeated;
· determination of controls based on the information security risk assessment and risk treatment processes;
· information security performance and the effectiveness of the ISMS, evaluating these against the information security objectives;
· correspondence between the determined controls, the Statement of Applicability, the results of the information security risk assessment, the risk treatment process and the information security policy and objectives;
· implementation of controls taking into account the external and internal context and related risks, and the organization's monitoring, measurement and analysis of information security processes and controls, to determine whether controls declared as being implemented are actually implemented and effective as a whole;
· programs, processes, procedures, records, internal audits and reviews of the ISMS effectiveness to ensure that these are traceable to top management decisions and the information security policy and objectives.
· Require the client to demonstrate that the assessment of information security related risks is relevant and adequate for the ISMS operation within the ISMS scope.
· Establish whether the client’s procedures for the identification, examination and evaluation of information security related risks and the results of their implementation are consistent with the client’s policy, objectives and targets.
· Establish whether the procedures employed in risk assessment are sound and properly implemented.




	Recertification Audits

	ISO 17021-1:2015 (9.6.3.2.1) 

	· Evaluate:
· Effectiveness of the management system in its entirety in the light of internal and external changes and its continued relevance and applicability to the scope of certification;
· Demonstrated commitment to maintain the effectiveness and improvement of the management system in order to enhance overall performance;
· The effectiveness of the management system with regard to achieving the certified client’s objectives and the intended results of the respective management system(s).

	ISO 27006-1:2024 (9.4.2)

	· Require the client to demonstrate that the assessment of information security related risks is relevant and adequate for the ISMS operation within the ISMS scope.
· Establish whether the client’s procedures for the identification, examination and evaluation of information security related risks and the results of their implementation are consistent with the client’s policy, objectives and targets.
· Establish whether the procedures employed in risk assessment are sound and properly implemented.





	
Surveillance Audits

	*note: Requirements for surveillances are based on annual visits. If conducting semi-annual surveillances, then both surveillances conducted in a calendar should be taken together to meet requirements.

	ISO 17021-1:2015 (9.6.2.2) 

	Each surveillance for the relevant management system standard shall include:
a. internal audits and management review;
b. a review of actions taken on nonconformities identified during the previous audit;
c. complaints handling;
d. effectiveness of the management system with regard to achieving the certified client’s objectives and the intended results of the respective management system(s);
e. progress of planned activities aimed at continual improvement;
f. continuing operational control;
g. review of any changes;
h. use of marks and/or any other reference to certification.

	ISO 27006-1:2024 (9.4.2 & 9.6.2)

	· Verify that the approved ISMS continues to be implemented, to consider the implications of changes to the ISMS initiated as a result of changes in the client’s operational practices and to confirm continued conformance with certification requirements. Surveillance audit programs shall cover at least:
· the ISMS maintenance elements such as information security risk assessment and control maintenance, internal ISMS audit, management review and corrective action;
· communications from external parties as required by ISO/IEC 27001 and other documents required for certification.
· Require the client to demonstrate that the assessment of information security related risks is relevant and adequate for the ISMS operation within the ISMS scope.
· Establish whether the client’s procedures for the identification, examination and evaluation of information security related risks and the results of their implementation are consistent with the client’s policy, objectives and targets.
· Establish whether the procedures employed in risk assessment are sound and properly implemented.
· Review the following:
· the effectiveness of the ISMS with regard to achieving the objectives of the client's information security policy;
· the functioning of procedures for the periodic evaluation and review of compliance with relevant information security legislation and regulations;
· changes to the controls determined, and resulting changes to the SoA;
· implementation and effectiveness of controls indicated in the audit program.
· Check the records of appeals and complaints brought before the certification body. 
· Where any nonconformity or failure to meet the requirements of certification is revealed, check that the client has investigated its own ISMS and procedures, and has taken appropriate corrective action.
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